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Security is becoming a major concern for many mission-critical applications wireless sensor networks
(WSNs) are envisaged to support. The inherently vulnerable characteristics of WSNs appoint them sus-
ceptible to various types of attacks. This work restrains its focus on how to defend against a particularly
harmful form of attack, the Sybil attack. Sybil attacks can severely deteriorate the network performance
and compromise the security by disrupting many networking protocols. This paper presents a rule-based
anomaly detection system, called RADS, which monitors and timely detects Sybil attacks in large-scale
WSNs. At its core, the proposed expert system relies on an ultra-wideband (UWB) ranging-based detec-
tion algorithm that operates in a distributed manner requiring no cooperation or information sharing
between the sensor nodes in order to perform the anomaly detection tasks. The feasibility of the proposed
approach is proven analytically, while the performance of RADS in exposing Sybil attacks is extensively
assessed both mathematically and numerically. The obtained results demonstrate that RADS achieves
high detection accuracy and low false alarm rate appointing it a promising ADS candidate for this class

Keywords:

Wireless sensor networks

Ultra-wideband (UWB) radio technology
Rule-based anomaly detection system
UWSB ranging-based Sybil attack detection
Detection probability analysis

of wireless networks.

© 2015 Elsevier Ltd. All rights reserved.

1. Introduction

The developments in WSNs have attracted a lot of attention in
both the industry sector and the research community (Akyildiz,
Su, Sankarasubramaniam, & Cayirci, 2002). This wireless network-
ing technology possesses numerous characteristics such as
self-organization, flexibility, fault tolerance, high sensing fidelity,
low-cost and rapid deployment that make it ideal candidates for
scenarios where certain network services such as secure message
dissemination and event notification have to be provided quickly
and dynamically without any centralized infrastructure. In order
to satisfy the vast variety of applications this technology is envis-
aged to support, various areas in the field of WSN need research
and practical work (Romer & Mattern, 2004). Without doubt, secu-
rity is one of those critical elements in the network design that
need to be addressed at first (Sastry & Wagner, 2004).

The inherently vulnerable characteristics of WSNs, namely their
unattended, and broadcast nature, appoint them susceptible to
various types of attacks and node compromises that exploit known
and unknown vulnerabilities of the underlying protocols, software
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and hardware, and threaten the security, integrity, and availability
of data that resides in these networked expert systems (Karlof &
Wagner, 2003; Xing, Srinivasan, Rivera, Li, & Cheng, 2010;
Martins & Guyennet, 2010). The Impulse Radio UWB (IR-UWB)
PHY option of the IEEE 802.15.4-2011 standard (IEEE-802.15.4,
2011) for low-rate wireless personal area networks (LR-WPANSs)
offers a potentially robust physical layer security for WSNs as a
consequence of the large bandwidth associated with the UWB
transmissions. WSNs that rely on UWB radio signals are somewhat
inherently more secure, since the low output power and the short
pulses of the emitted signals make their transmissions to appear as
white noise from a distance (Karapistoli, Pavlidou, Gragopoulos, &
Tsetsinas, 2010). Nevertheless, UWB signals could potentially be
sniffed by a determined attacker located close to the transmitter
(Ghose & Bose, 2011; Ko & Goeckel, 2010), enabling the latter to
launch an attack against the WSN. Therefore, even this class of
WSNs calls for the development of intelligent security systems that
will safeguard the network’s uninterrupted operation against
attackers that have penetrated the first perimeter of defense.

In this work, we focus on a particularly devastating form of net-
work attack, called Sybil attack. Sybil attacks pose a serious threat
to the integrity of WSNs. In such an attack, a single malicious node
forges multiple entities within a network in order to mislead the
genuine nodes into believing that they have many neighbors
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(Douceur, 2002). Compared to other forms of network attack, Sybil
attacks do not require specialized hardware and/or cooperation
with other nodes in the network, yet they have the ability to create
havoc to many network operations, such as distributed storage,
data aggregation, routing, voting, fair resource allocation, and so
on (Newsome, Shi, Song, & Perrig, 2004).

Intrusion detection systems (IDSs) represent an important
weapon in the arsenal of security experts against this type of
attack. In general, IDSs are either concerned with profiling what
is abnormal (misuse/signature detection) or what is normal and
hence deviates from normalcy (anomaly detection). According to
recent studies (Hu, 2010), anomaly-based intrusion detection sys-
tems (ADSs) are better suited to WSNs because their methodology
is flexible and resource-friendly. Anomaly-based techniques can be
broadly categorized into  prior-knowledge  based  and
prior-knowledge free (Xie, Han, Tian, & Parvin, 2011). In the context
of WSNs, rule-based detection appears to be very attractive, in the
sense that the detection speed and complexity certainly benefits
from the absence of an explicit training procedure. A number of
rule-based Sybil attack detection ADSs have been proposed so far
that come with different analytical accuracy and varying degree
of complexity (Levine, Shields, & Margolin, 2006). The underlying
detection mechanisms of these expert systems have either relied
on an identity-based solution (Newsome et al., 2004), a location
verification approach (Lazos & Poovendran, 2005) or a
visual-based method (Lu, Wang, Dnyate, & Hu, 2011). While a
number of anomaly detection algorithms exists in the literature,
to the best of our knowledge, none of them is specifically designed
for the emerging UWB transmission technology, the high precision
ranging capability of which (1 meter accuracy and better), enables
the ADS to not only detect, but also to localize the adversarial
nodes by relying on internal tools, namely on accurate
time-of-arrival (TOA)-based UWB distance measurements
(Sahinoglu & Gezici, 2006; Karapistoli et al., 2010).

Accordingly, the present work contributes to the area of wire-
less sensor network security by presenting a rule-based anomaly
detection system, called RADS, which monitors and timely detects
Sybil attacks in 802.15.4-like WSNs where the sensor nodes are
randomly deployed in unknown positions. The need for a light-
weight and efficient methodology to detect and confront Sybil
attacks can be addressed by exploiting novel and efficient PHY fea-
tures, such as the UWB ranging mechanism of the 802.15.4 stan-
dard. This design option contrasts existing techniques that
typically tend to employ complex, heavy, or expensive strategies
including certificates, cryptographic keys, trust third parties, or
even authentication protocols. Using the UWB PHY ranging capa-
bility, each node periodically monitors its distance from each pos-
sible pair of neighbors. An alarm is triggered when two or more
nodes are being located in the same area. In this case, the ranging
node isolates the identities of the forged Sybil nodes. The proposed
ADS operates in a distributed manner, without depending on a
third network entity or an authentication scheme. However, the
UWSB ranging mechanism is not error-free. At the same time, it is
vulnerable to ranging attacks (Karapistoli & Economides, 2014).
Therefore, in order to fully assess the efficacy of the underlying
detection algorithm, we devised a rigorous analytic framework
that computes a node’s probability of ranging at least two other
nodes located in the same area. This definition is based on the fun-
damental assumption that the probability of two nodes lying in the
same area is extremely low even when the network has a high
node density. As a result, the presence of a malicious node can
be detected by checking the distance between each possible pair
of neighboring nodes of the suspected victim of the Sybil attack
in order to determine whether or not these nodes are collocated
and are therefore Sybil nodes. The performance of RADS is thor-
oughly evaluated using simulation methods, where the levels of

false alarm rate and that of detection accuracy are measured in
realistic sensor nodes deployment scenarios.

The remainder of the paper is organized as follows. Section 2
outlines existing defense mechanisms aimed at thwarting Sybil
attacks. A detailed description of the proposed ADS is provided in
Section 3, followed by the analysis Section 4 that investigates sev-
eral fundamental issues relating to the proposed detection scheme.
Section 5 illustrates the obtained mathematical and numerical
results, followed by detailed reports. Finally, conclusions and
future research directions are given in Section 6.

2. Literature review

A Sybil attack is one particularly harmful attack on distributed
systems and wireless networks. The Sybil attack is defined as “a
malicious device illegitimately taking on multiple identities”
(Douceur, 2002). Different proactive and/or reactive approaches
exist to defend against Sybil attacks. In general, these approaches
can be classified into three major categories: identity-based, loca-
tion verification-based, and visual-based approaches.

Identity-based approaches: The first category generally miti-
gates Sybil attacks by limiting the generation of valid node infor-
mation. The most popular approaches of this category typically
rely on a secure ID assignment by a centralized server. An initial,
generic, formal model was presented in Douceur (2002). This study
discussed how a peer-to-peer system is susceptible to hostile peers
that are able to advertise multiple entities. In addition, the method
of resource testing was proposed as a countermeasure against Sybil
attacks in distributed systems. However, communication testing
implies high communication cost and high computational capabil-
ity. The usage of a trusted network entity was proposed in Karlof
and Wagner (2003). A base station (BS) is deemed as trustworthy
entity, wherein each node communication is realized by a shared
key establishment through the BS. Beyond the additional cost of
using a trusted third network entity, the proposed protocol has
been proved vulnerable to symmetric attacks (Needham &
Schroeder, 1978).

Newsome et al. (2004) proposed several alternative defense
mechanisms, including radio resource verification, position verifi-
cation, node registration and random key pre-distribution. The
authors suggested the key pre-distribution as the most promising
method to address Sybil attacks, where each identity is associated
with a symmetric key. They also conducted probabilistic analysis
to evaluate the durability of the method. However, the random
key pre-distribution method requires high-cost implementation,
while compatibility issues are raised when heterogeneous sensors
are considered.

In Zhu, Setia, and Jajodia (2003), a key management scheme
called localized encryption and authentication protocol (LEAP)
was designed to protect WSNs against various attacks. Four types
of keys (individual, group, pairwise and cluster keys) are intro-
duced to establish authentication between each pair of nodes
within the network. However, the protocol entails high computa-
tional cost and suffers from scalability, since each new node in
the network has to share multiple keys with every other node. In
a similar work, Zhang, Wang, Reeves, and Ning (2005) designed
an identity certificate-based scheme to address Sybil attacks in
WSNs. A unique certificate is associated with each network node
so as to protect its identity. A hash tree was employed to apply this
certification scheme. Apparently, the scheme implies high compu-
tational overhead, computational delays and high load of message
exchange for each pair of nodes that intend to communicate with
each other.

In contrast, the authors in Piro, Shields, and Levine (2006) pro-
posed a monitoring technique, where each node periodically
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records the set of the different identities that it receives. It then
applies statistical analysis towards detecting Sybil attacks. The
rationale behind this scheme lies in the fact that the legitimate
nodes often move within the network, while Sybil nodes remain
together. Even though this scheme sounds interesting, a malicious
node may apply unpredictable moving pattern and succeed to
remain unnoticed. This 1is also the drawback of the
fingerprint-based approach proposed in Xing, Liu, Cheng, and Du
(2008).

Efforts in Parno, Perrig, and Gligor (2005) and Conti, Di Pietro,
Mancini, and Mei (2007), resulted to detection schemes against
replication attacks in WSNs. In Parno et al. (2005), a BS is employed
to broadcast a random value to all nodes (determining the role of
each node), whereas in Conti et al. (2007), each node broadcasts
a location claim to its neighbors. Then each neighbor selects some
random locations and forwards this information to the witness
nodes. The witness nodes are responsible for detecting the same
location information, thus triggering an alarm. While efficient,
both efforts suffer from the following drawbacks. First, the witness
concept requires location-based information. Second, the witness
nodes apply a probabilistic estimation, which may fail to detect
an ongoing Sybil attack due to limited number of nodes in the
network.

Overall, the aforementioned authentication-based solutions
that adopt key exchanges or cryptographic certificates to vouch
identification, severely affect the energy consumption due to dis-
tribution and piggybacking of randomly generated keys in mes-
sages. Moreover, these approaches consume precious memory
space since every node is required to store pairwise keys for their
neighbors.

Location verification-based approaches: The second category
utilizes the fact that each node can only be at one position (phys-
ical location) at any given time. Techniques depending on location
verification, check the location claim of each identifier by using
distance measurement and triangulation (Lazos & Poovendran,
2005; Mukhopadhyay & Saha, 2006). A node caught lying about
its location is considered a potential Sybil attacker. In addition,
these approaches are accurate enough to localize an identity so
that if a group of identities reside in the same area, they are likely
owned by the same Sybil attacker. Demirbas and Song (2006) pro-
posed a Received Signal Strength Indicator (RSSI) based approach
to defend against Sybil attacks. A set of trustworthy sensor nodes
plays the role of detectors. Upon receiving a message, the detectors
estimate the location of the message sender by monitoring the
received signal power. The detectors consider a node as a Sybil
attacker, if a group of identities reside in the same area. Wang
et al. proposed a similar RRSI-based mechanism (Wang, Yang,
Sun, & Chen, 2007) for cluster-based WSNs, and they used the
Jakes channel model in which the path loss and fading influence
were considered. A Time Difference of Arrival (TDOA)-based mech-
anism was instead explored in Ssu, Wang, and Chang (2009). This
mechanism associates the TDOA ratio with the sender’s ID. Once
there are two different identities with the same TDOA ratio, a
Sybil attack is detected.

In another study (Zhang, Liu, Lou, & Fang, 2006), the authors intro-
duced the concept of Location-Based Keys (LBKs). Each node possess
a set of private keys that protects his identity as well as his location. A
shared key is employed between any possible pair of nodes. An
authentication scheme is then utilized to prevent malicious activi-
ties. Each potential Sybil attack is addressed since the malicious node
is not able to accomplish authentication with other nodes.

Overall, the location-based approaches represent a promising
class of Sybil attack detection techniques for WSNs. However, by
relying on radio signal properties, these schemes are prone to be
interfered, which in turn may significantly influence their detec-
tion accuracy.

Visual-based approaches: In this category, researchers incor-
porate visualization methods to monitor and detect Sybil attacks
in WSNs. Though an area in the infancy stage, two visualization
approaches have already been proposed. In Wang and Lu (2006),
the authors use multiple 2D and 3D views enabling the user to
observe the network topology information through multiple
aspects and reveal data correlations relevant to Sybil attacks.
Simulation studies showed that the proposed mechanism can
effectively identify both direct and indirect Sybil attacks. The
authors in Lu et al. (2011) developed an integrated approach to
detect Sybil attacks in mobile WSNs through visualizing and ana-
lyzing multiple reordered topology patterns. Different from the
previous approach, the automatic reordering and evaluation algo-
rithms used here reveal the malicious nodes in the network topol-
ogy faster and more accurately. The proposed approach also
provides a time-series analysis in order to identify the attack dura-
tions. This approach was evaluated through real-life attack scenar-
ios, and has shown success at unveiling unknown Sybil attacks.
While promising, the approaches of this category require a greater
visualization effort in order to come up with a firm final resolution
and a more insightful human-computer interaction (Karapistoli &
Economides, 2012).

Unlike previous approaches, the proposed ADS does not utilize
authentication-based methods, location information, or specialized
hardware. Moreover, different from the existing anomaly detection
architectures, RADS by taking into account the strengths of the
UWSB technology, it can directly be applied to 802.15.4-compliant
WSNs operating under this peculiar PHY. Therefore, the major con-
tributions of this work are summarized as follows: (1) a powerful,
yet lightweight, rule-based Sybil attack detection system for mod-
ern WSNs is proposed that is capable of providing defenses against
direct, simultaneous Sybil attacks with both stolen and fabricated
identities, (2) the UWB PHY ranging capability is exploited to offer
highly-accurate distance estimations by encapsulating a
time-of-arrival ranging technique that requires no cooperation or
information sharing among the network nodes, (3) a distributed
UWSB ranging-based detection algorithm is introduced that is cap-
able of detecting and blacklisting malicious and Sybil nodes with-
out engaging a central authority, (4) a rigorous analytic framework
is devised to describe the environment in which the proposed
expert system operates, including the calculation of the coexis-
tence area probability, i.e., the probability that two nodes are being
located in the same circular ring area, and the determination of the
Sybil attack detection probability, (5) an accurate simulation envi-
ronment is applied to verify and validate the presented analysis as
well as the system’s efficacy in exposing Sybil attacks in WSNs.
Overall, the features of this ADS are compared with those of exist-
ing approaches, and are depicted in Table 1.

3. RADS: A rule-based anomaly detection system for WSNs
3.1. Assumptions and attack model

In the present work, we consider an IEEE 802.15.4 UWB-based
WSN consisting of M sensor nodes. These nodes are uniformly dis-
tributed in a deployment area of E quadratic metric units as shown
in Fig. 1. Within our model, we assume that the nodes are all sta-
tionary and are unaware of their locations. Moreover, it is assumed
that the nodes communicate with one another via a wireless radio
channel and broadcast in an omni-directional mode covering a cir-
cular area of radius R. When a node transmits a message, this mes-
sage is received only by those nodes within the sender’s
communication range designated hereafter as “neighboring nodes”
or simply “neighbors”. Furthermore, we assume that no node can
be fully trusted since no pre-existing distributed trust model
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Table 1
Comparative analysis of various Sybil attack detection systems.
Citation Full Lightweight?  Authentication- Location Supports Specialized  Analytically ~ Comm. Identity Operation
ADS? based method? information?  mobility? h/w? verified? Mode type
RADS (this paper) I I X I X X I Direct Both Distributed
Douceur (2002) X X % X X X X Direct Fabricated Centralized
Karlof and Wagner X X 7 X X X X Direct Fabricated Centralized
(2003)
Zhu et al. (2003) I X I X X X X Direct Stolen Distributed
Zhang et al. (2005) v 7 X X X X Direct Both Distributed
Piro et al. (2006) X I v X v I X Direct Fabricated Distributed
Xing et al. (2008) X X I X X X X Direct Stolen Centralized
Parno et al. (2005) % X %4 X X % X Direct Stolen Distributed
Conti et al. (2007) 7 v v X X X X Direct Stolen Distributed
Lazos and X e X I %4 X X Direct Stolen Distributed
Poovendran
(2005)
Mukhopadhyay and X I X e X I I Direct Fabricated Centralized
Saha (2006)
Demirbas and Song X %4 X I X X X Direct Fabricated Distributed
(2006)
Wang et al. (2007) X e X I X X X Direct Fabricated Distributed
Ssu et al. (2009) X %4 X » X X % Direct Fabricated Distributed
Zhang et al. (2006) X 7 174 X X X Direct Both Centralized
Wang and Lu e e X X X e X Both Fabricated Centralized
(2006)
Lu et al. (2011) 7 7 X X X 7 X Both Fabricated Centralized

Fig. 1. The wireless sensor field.

exists. A number of legitimate nodes are tampered with and repro-
grammed for an adversary’s purpose, i.e., in order to launch a Sybil
attack against the WSN (Becher, Benenson, & Dornseif, 2006).
While an adversary can completely take over nodes, we assume
that such an adversary cannot outnumber legitimate nodes by
replicating captured ones or introducing new ones in sufficiently
many parts of the network.

According to Newsome et al. (2004), the introduction of a Sybil
attack can be represented using three dimensions; (a) communica-
tion, (b) identity, and (c) participation. Communication is concerned
with how the Sybil nodes are introduced to the legitimate ones
inside the network. There are two feasible ways of communication:
the direct, where Sybil nodes communicate directly with the legit-
imate nodes, and the indirect, where the legitimate nodes are not
able to communicate directly with the Sybil nodes, but instead
communicate through the malicious nodes.

The identity dimension represents the method by which a Sybil
node can get its identity. There are two possible methods, the sto-
len and the fabricated identities. In the first method, a Sybil node
can steal the identity of a legitimate node by impersonating the lat-
ter. The second method involves the fabrication of arbitrary new
identities. Finally, the participation dimension is concerned with
the participation of the Sybil nodes in the communication between
the legitimate nodes of the network. These nodes can participate
simultaneously or non-simultaneously. In the simultaneous partic-
ipation, the malicious node participates with all his identities at

once, whereas in the non-simultaneous mode, the malicious node
presents a large number of identities over a period of time.
According to the above categories, in this work, the direct,
simultaneous Sybil attack with both stolen and fabricated identi-
ties is considered. Fig. 2 illustrates a representative paradigm of
such an attack. The compromised node is referred to as the mali-
cious node, while the remaining nodes within the network are
referred to as legitimate nodes. The attack model assumes that
the malicious node forges multiple, new identities, one for each
entity that it creates. These nodes are referred to as Sybil nodes.
The main mission of the malicious node is to trick the legitimate
nodes into believing that they have neighbors. However, since
the Sybil nodes are inexistent, their presence may seriously disturb
many networking protocols or even render them inoperable.

3.2. Detailed description

As analyzed before, RADS falls into the category of rule-based
ADSs. In rule-based detection, the anomaly detector uses prede-
fined rules to classify data points as anomalies or normalities.
While monitoring the network, these rules are selected appropri-
ately and applied to the monitored data. If the rules defining an
anomaly are satisfied, an anomaly is declared.

‘ Malicious node

’ _,’n‘\ O Legitimate node
Aot ™, =
S % (_) Sybilnode

Fig. 2. The topology of a WSN with 10 nodes; node n; is a malicious node.
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Table 2
Ranging table of node n,.
ng n ns ns ng ny
mn d3o d31 ds d3s d3s d3

Within RADS, the underlying detector follows four steps
towards detecting Sybil attacks in WSNs. In the first step, the neigh-
bor discovery phase takes place. Neighbor discovery consists of the
exchange of ranging-enabled hello packets (also referred to as bea-
cons) between the neighbor nodes. The packets used for ranging
estimation are standard packets, with the only difference being
the value of a specific bit in the PHY header (PHR) called the “rang-
ing bit”, which is set by the transmitting PHY for frames intended
for ranging (Sahinoglu & Gezici, 2006).

In the second step, each node constructs a table containing the
locally computed ranging estimation, i.e., the distance dfj from
every neighboring node it detected. Note that dfj symbolizes the
estimated distance between node n; and node n;, as measured by
node n;. However, the distance estimation is not error-free.
Ranging errors, which we denote hereafter by e metric units, exist
either due to the wireless nature of the ranging communication
and the imperfections of the underlying PHY, and/or due to a mali-
cious node performing a distance decreasing or increasing attack
(Poturalski, Flury, Papadimitratos, Hubaux, & Le Boudec, 2011).
Hence, by dg- we denote the actual distance between node n; and
node n;. Obviously, it holds that dj —¢ < dj < dj +¢ at average
for each node n;, nj, where i,j, € M. Table 2 shows the ranging table
of node n, for the network topology depicted in Fig. 3.

In the third step, every single node in the network indepen-
dently performs multiple distance matching checks. This means
that node n; compares the ranging measurements of every possible
pair of nodes n; and ny contained in its neighborhood list, i.e. for all
Jk#1,1<j,k<M:

e e
dij - Hik

< e, then raise an alarm
if
> e, else continue normal operation

e e
dij — i

The above rule states that in case node n; finds that two other, dis-
tinct nodes, denoted by n; and ny, have a difference in distance less
than e quadratic metric units, then the node performing the dis-
tance check considers that a Sybil attack is active and proceeds with
the process of blacklisting nodes n; and n,. As apparent, this
assumption could generate a false (positive) alarm’ in case the
two distance matching nodes, n; and ny, are legitimate sensor nodes.
Consequently, the performance and therefore, the applicability of the
proposed Sybil attack detection algorithm highly depends on the
false alarm probability. To better ground our research work, in the
subsequent section, we develop an analytic framework that accu-
rately computes this probability and allows formative evaluation
to take place.

At this point, it is important to state that the third step of the
algorithm is a recurring step, meaning that distance checks are
executed periodically. The periodicity with which each node exe-
cutes the UWB ranging-based Sybil attack detection algorithm
depends on the frequency with which each node enters the neigh-
bor discovery phase looking for new neighbors in its vicinity. Each
time a node searches for existing or new neighbors, it re-runs the
distance checks. This fourth step is necessary to assure that distance
checks are always up-to-date between the newly added neighbors
and every other existing node in the neighborhood list.

1 A false positive alarm is generated when an alarm is set off and no attack exists.

According to the condition stated earlier, when a legitimate
node finds a distance match between at least two distinct nodes,
it raises an alarm trying to revoke the Sybil nodes. In revoking
Sybil nodes, the legitimate node, i.e., the RADS-capable detector,
sends an alarm message to the base station (BS) enabling the net-
work administrators to take countermeasures. It also blacklists
these nodes avoiding any future additions of them in its neighbor-
hood list. Alternatively, if no distance matchings exist, the node
continues its normal operation. During this operation, it sends
and receives network packets between its neighbors fulfilling the
sensing tasks assigned to it.

As it can be seen, the proposed UWB ranging-based Sybil attack
detection algorithm is fully distributed, meaning that the data col-
lection, monitoring, and detection processes are performed on a
number of locations in the network. Such an architecture appar-
ently implies that all the nodes of the network are capable of run-
ning the proposed anomaly-based detection algorithm. Moreover,
no cooperation or information sharing is needed among the nodes
in order to revoke a malicious node. Hence, no communication over-
head is incurred for detection purposes. Finally, in detecting
anomalies, our approach works with localized audit data, namely
the nodes’ ranging estimates. This means that each node operates
as a independent anomaly-based detection system (ADS), and as
such, it is responsible for detecting attacks only for itself.
Algorithm 1 summarizes the different phases of the underlying
UWSB ranging-based Sybil attack detection algorithm.

Algorithm 1. UWB ranging-based Sybil attack detection

Initialize the node black list (NBL)
Initialize a timer for scheduling the neighborhood discovery
phase
for each time the neighborhood discovery-relevant timer
expires do
for each node i in the network, i € M do
Step 1: exchange a ranging-enabled beacon with every
neighbor node
Step 2: construct a table containing the ranging estimates
{dg-} of every detected neighbor node j,j € M
Step 3: perform distance checks
for every possible pair of nodes in the neighbor list do
if |dj —di| <e,1<j,k<M,jk+#ithen
raise an alarm
revoke nodes j, k by inserting them in the NBL
else
continue normal operation
end if
end for
end for
end for

4. Analysis
4.1. Problem formulation

Again, let us assume that a fixed and finite number of M sensor
nodes is uniformly scattered in a sensor field as shown in Fig. 1.
The sensor field covers an area of E quadratic metric units. For sim-
plicity, we assume that a sensor node covers a negligible area on
the field. Hence, it is possible that one sensor node is located on
top of another node. Each sensor node is configured to cover a cir-
cular communication range of radius R (in metric units). Fig. 3
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Circular Ring
Area

Fig. 3. Analysis model.

illustrates the communication range model of a node in the shape
of a disk. A discrete ring structure is implied (the sensor node is at
the center of the disk). The disk is divided into concentric rings that
have the same width, e. Recall, that e is the average ranging estima-
tion error experienced by a sensor node (in metric units). Table 3
summarizes the variables and notations used in the present
analysis.

Without loss of generality, let us consider a subset of the net-
work nodes, i.e., nodes n;,n;, n, with node n; being the detector
node, and nodes n;, n; # n; the nodes under investigation by node
n; for a Sybil attack. The objective is to calculate the probability
that two nodes are located in the same area covered by a circular
ring. According to Fig. 3, the region where the nodes nj,n, could
co-exist, generating a false (positive) alarm, forms a circular ring.
We call this probability coexistence area probability, and we com-
pute it in the subsequent sections. The core rule that triggers a false
alarm is:

dj —di| <e, 1<i, j, k<M, j, k=i (1)

Next, we employ the concept of geometric probabilities in order as
to establish our analysis.

4.2. Probability distribution of a false alarm

The probability of falsely raising an alarm can be derived by cal-
culating the probability of at least one node ranging at least two
other nodes in the same circular ring area within his communica-
tion radius, R. Indeed, each node raises an alarm when detecting at
least a pair of nodes lying in the same circular ring. The same result
is obtained when more than two nodes are observed in the same
circular ring. This is the rationale behind the at least statement.

So, what we seek is the probability P' of at least one node, n;,
ranging at least two other nodes, nj,ny, in the same circular ring
area, given that the communication radius of node n; is R, and each
of the total M nodes are uniformly distributed in a sensor area of E
quadratic metric units. The probability of an at least event can be
derived by excluding all other probability occurrences. Thus, the
desired probability is calculated as follows:

P=1-¢(0)-¢(1)-gI2) - —gdM-DIM-1)  (2)

e ¢'(0): Probability that node n; has no neighbors.
e g'(1): Probability that node n; has exactly 1 neighbor.
e gi(2): Probability that node n; has exactly 2 neighbors.

e g'(M — 1): Probability that node n; has M — 1 neighbors, i.e., it
has every other node as neighbor.

. li(2): Probability that there is no pair of two existing neighbors
placed in the same circular ring within node n;’s range.

. li(M —1): Probability that there is no pair of M — 1 neighbors
placed in the same circular ring within node n;’s range.

The calculation of the Eq. (2) entails the determination of the

probability distributions ¢'(x) and li(x). We dedicate the following
three subsections for this purpose.

4.2.1. Probability distribution of a node’s neighbors

In this subsection, we determine the probability density func-
tion (pdf) of a single node n; to have exactly x neighbors. By consid-
ering that M total nodes are uniformly distributed in a sensor field
of area E, the probability qi(x),0 < x < M — 1, is derived as follows:

qx) =PriX =x) = (MX— 1 )rx"(l M 3)

where o < 1 denotes the geometric probability of node n; to be
within the communication radius R of node n;, where n; # n;. This
probability is given by:

_ Area of favorable region _ nR*
Area of total region =~ E ’

nR® < E (4)

4.2.2. Coexistence area probability distribution

In essence, the coexistence area probability, denoted by w', refers
to the probability that a single node n; ranges at least two other
nodes n;, ny # n; in the same circular ring. We first derive the prob-
ability of a single node n; to detect exactly two other nodes
n;,ng # n; in the same circular ring of width e. Assume that node
n; is placed on a sensor region E. Given that nodes n;, i are neigh-
bors of node n;, node n;’s probability of detecting either node n; or
node n;, within his coverage area is one. Since node n; can be
located in one circular ring with probability one, the probability
of node n, to be detected in the same circular area as node n; is
given by the following geometric probability:

; _ Area of favorable region _ Average coexistence area
Area of total region Circle area

(5)

In order to compute the geometric probability wi, we first need to
determine the average coexistence area.

Definition 4.1. The estimated distance measured by a node n;
when ranging another node n; (within his coverage disk area) may
fall within three zones, namely (a) the inner zone, (b) the middle
zone, and (c) the outer zone. The inner zone is defined as 0 < dfj <5,
the middle zone is defined as § < dg < R -5, and the outer zone is

defined as R—§ < dj; <R.

The rationale behind this definition is as follows. Node n;
detects node n; to be dj; metric units far from his location. As long
as this distance is less than &, all possible actual positions of the
node j form an inner zone, actually a circle, having radius d;
0< dg- <% As soon as dfj increases, the middle zone is reached
where all possible actual positions of the node nj now form circular
rings. Each circular ring is bounded by the circumference of two
concentric circles of two different radii; considering that
di — £ < dj < dj; +, the first or inner circle has radius dj — £ and
the second or outer circle has radius d; + £, hence £ < dfj <R-4
When the outer connectivity boundaries of node n; are reached,
the possible positions of the node n; form the outermost ring.

where



7566 P. Sarigiannidis et al./Expert Systems with Applications 42 (2015) 7560-7572

Note that node n; is aware of his upper communication threshold R,
so it is able to set an upper limit to the possible positions of node
n;. Hence, the outermost ring forms the outer zone where
R—¢<dj <R

Lemma 4.2. The average value of each coexistence area is AR = >Zke

Proof. The proof is shown in Appendix A. O
By combining Eq. (5) and Lemma 4.2, we can now determine the
coexistence area probability:

_ Average coexistence area AR

AR _ 5TRe/2 _ 5e
- Circle area TR nR?

- (6)

Given that the coexistence area probability is known, the pdf of li(x)
can now be easily determined.

Lemma 4.3. The probability of having no possible pair of nodes out of
x total nodes in the same coexistence area is li(x) =PrX=x) =
(1 —w*™* " where 2 <x<Mand M > 3.

Proof. In calculating the total number of node pairs having x total
nodes, the repetition is excluded, since the events of detecting
whether nodes n; and n, co-exist in the same area, and the event
of detecting whether nodes n; and n; coexist in the same area,
are identical. Assuming that node n; has x neighbors, the number
of all possible pair of combinations without repetition is
x(x — 1)/2. For example, assuming that node n; has three neighbors,
j,k,w, then x =3, and all possible pairs of combinations are
jeokjeowkow thatisx(x—1)/2=6/2=3. O

4.2.3. Generalized coexistence area probability distribution

By combining Eq. (3) and Lemma 4.3, we can determine the gen-
eralized coexistence area probability O'(x). The latter probability
expresses the probability that for node n;, which has exactly x
neighbors, no possible pair of x out of M neighbors exist that lie
in the same circular ring of width e within node n;’s communica-

tion area of radius R. The probability O'(x) is given by:
. o M-1 X
OI(X) _ q'(x)l‘(x) _ ( . )OCX(I _ O()M—(X+1)(1 _ W,)X(x 1)/2 (7)

By replacing Eq. (7) to Eq. (2), the probability P’ can now be formu-
lated as follows:

P'=1-¢(0)-q'(1)-¢)I'2) -q¢B3)I3) - ...
—qdM-DIM-1)=1-(1—a)"" = (M= 1)(1 — o)"?
—0'2)...-OM-1)=1—-1-a)"™ " = (M - 1)a(1 — )" 2

-1

— = Z <MV; 1 )ch(l _ OC)Mf(WH)(l o W,l)w(wfl)/z

w=2

(8)

4.3. False alarm probability

The above analysis holds only when a single node performs
ranging. In particular, Eq. (8) yields the probability that a single
node, node n;, triggers a false (positive) alarm. However, in a sensor
network of M nodes, any node could trigger a false alarm. Thus, we
seek the probability of at least one node triggering a false alarm in a
sensor network consisting of M nodes. This probability, which we
denote by p, is obtained as follows:

Lemma 4.4. The false alarm probability in a sensor network of M
nodes scattered in an area E, where each node has a communication
radius R, and his ranging process experiences an average error of e, is

p=1-(1-pP)".

Proof. In essence, we seek the probability of at least one node trig-

gering a false alarm. The amount 1 — P yields the probability that a
single node does not trigger a false alarm. Hence, the amount

(1 fPi)M provides the probability that all nodes in the network
do not trigger a false alarm. In this way, the probability

1-(1- Pi)M expresses the event that at least one node triggers a
false alarm. 0O

5. Performance evaluation

This section is dedicated to numerically and experimentally
evaluating the performance of the proposed rule-based ADS.

5.1. Simulation environment

A custom-developed simulation environment implemented in
Matlab has been used in order to evaluate the performance of
the proposed ADS. We simulated a 802.15.4 peer-to-peer sensor
network configured with the RADS detector. A number of sensor
nodes M (varying from 10 up to 100, default 50) were uniformly
distributed in a sensor playground area E (varying from 0.5 km?
up to 1 km?, default 9 km?). Each node had a communication range
of radius R (varying from 5 m up to 50 m, default 30 m). Finally,
each node is enhanced with UWB PHY capabilities experiencing
an average ranging estimation error equal to e =30 cm (default)
(e varies between 10 cm and 100 cm) (Sahinoglu & Gezici, 2006).

In order to justify the performance of the underlying UWB
ranging-based Sybil attack detection algorithm, a number of node
deployments were tested (up to 5000). In each of these experi-
ments, the nodes were uniformly distributed in the deployment
area. The conducted experiments evaluate the performance of
the proposed detection algorithm in terms of the attained false
alarm probability, p. For instance, a probability p equal to 0.02
means that in 100 out of 5000 network deployments at least one
node triggered a false alarm.

5.2. Model verification

In this sub-section, the results of the conducted experiments are
presented in order to provide evidences about (a) the accuracy of
the presented analysis, and (b) the performance of the proposed
algorithm. In each of the following figures, two curves are plotted;
the results of the simulator and the value from the analytic model.
In each figure, we plot the probability of at least one node trigger-
ing a false alarm, hereafter referred to as false alarm probability,
with respect to the following parametric changes: (a) the number
of sensor nodes within the sensor field, M, (b) the communication
radius, R, (c) the ranging estimation error, e, (d) the area size, E, (e)
the node density, p = M/E, and (f) the ratio of the communication
radius over the ranging estimation error, R/e.

Fig. 4 shows the probability of producing a false alarm as a func-
tion of the changing number of nodes. In this experimental setup,
the sensor area is E = 1 km?, all nodes have the same communica-
tion range, R = 30 m, and the same average ranging error, e = 30 cm.
The number of nodes alters from 10 to 90. Three main findings may
be pointed out from the obtained curves; firstly, the performance
of the proposed algorithm in terms of false alarm generation is
good, testified by the detection accuracy error which remains
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Fig. 4. False alarm probability as a function of the changing number of nodes.

below 0.0045 even for large number of sensor nodes. Secondly, the
simulation results coincide with the analytic equations. The two
curves are almost identical for all number of nodes, a fact that indi-
cates the accuracy of the presented analytic framework. Thirdly, as
the number of nodes increases the false alarm probability increases
too. This is expected due to the fact that as the number of nodes
increases, it is more likely that at least one node will find at least
two other nodes lying in the same co-existence area within its
communication range.

Fig. 5 depicts the false alarm probability as a function of the
communication radius R. The communication radius of a sensor
node is approximately 30 m. In this scenario, we investigate the
performance of the proposed UWB ranging-based Sybil attack
detection algorithm with a varying communication range from
5m to 50m. During this experiment, the number of nodes
remained fixed and equal to 50. In addition, the ranging estimation
error was set to 30 cm and the deployment area equal to E = 1 km?.
As it can be seen, the analytic and experimental curves are in

agreement. Furthermore, the probability of falsely raising a Sybil
attack-related alarm is extremely low, namely below 0.0035. This
key observation allow us to state that the operation of the pro-
posed detection scheme is relatively invariable with regard to the
changes of the communication radius.

Next, we examine the attained false alarm probability with
respect to the ranging estimation error, e. Fig. 6 illustrates the
extent by which the performance of the proposed algorithm as
well as the effectiveness of the analytic framework are affected
by errors in the ranging estimation process. The minimum ranging
estimation error that was tested is 30 cm and this value increased
up to 100 cm. The node communication range was set equal to
30 m. The number of nodes remained fixed and equal to 50. As it
can be seen, the ranging estimation error affects the detection
accuracy of the proposed algorithm, causing a linear increase to
the number of false positives. Furthermore, the curve shows that
the false alarm probability does not surpass the 0.0025 value,
which is considered safe even for mission-critical applications.
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Fig. 5. False alarm probability as a function of the changing communication radius.
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Regarding the model validation, it is clear that once more, the ana-
lytic model remains rigorous without inducing notable differences
between the simulation and theoretical results.

Fig. 7 examines how the area size influences the false alarm
probability of the proposed detection algorithm. The sensor
deployment area changes from 1 up to 9 km?. All other metrics
were set to their default values (M =50,R=30cm, e=30cm).
Apparently, a smaller sensor field area generates a higher number
of false positive alarms. This is attributed to the fact that in dense
deployments it is more possible for a node to range two or more
nodes in the same circular ring area. The maximum attainable false
alarm probability is 0.012 when the deployment area is limited to
1 km?. Once again, the resolution of the analytic expressions are
precise, since the maximum value differentiation between the sim-
ulation and theoretical results remains below 1072,

The impact of the node density on the false alarm probability is
investigated in Fig. 8. The node density expresses how populated
the deployment area is. In this experiment, we further scaled down

the utilized sensor area in order to determine the impact of the
node population on the algorithm'’s efficacy. In particular, the node
density is expressed by the factor M x E, meaning that as the num-
ber of nodes becomes larger the area per node is set to 15 km®. For
example, when the number of nodes is 10, the total sensor area

becomes 10 x 15 x 10° = 1.5 x 10°. All other metrics are equal to
their default values (R=30cm, e=30cm). In this scenario, the
false alarm probability is higher compared to the previous experi-
ments. This observation is attributed to the underlying dense node
deployment. The false alarm probability reaches almost the value
of 0.046 when 110 nodes coexist in a total area of 1.65 km?. It is
easy to observe that the impact of the increasing the number of
nodes is more drastic than expanding the deployment area.

The relation between the communication radius R and the aver-
age ranging error e is examined in Fig. 9. The ratio between R and e
is kept fixed and equal to 100 as the R becomes larger. All other
metrics are equal to their default values (M =50, E =1km?). As
expected, as the R and the e increase concurrently, the false alarm
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Fig. 7. False alarm probability as a function of the area size.
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Fig. 8. False alarm probability as a function of the node density.

probability follows the same trend, since the probability of falsely
issuing an alarm is now bigger. Furthermore, the false alarm prob-
ability reaches the 0.09 value when R=50m, and e=50cm,
because in this case, each node has more neighbors, and as such,
the coexistence area is now larger. Nonetheless, even under sharp
conditions, the algorithm operates efficiently, since it keeps the
false alarm probability lower than 0.1.

Overall, the obtained results lead us to the following findings:
(a) the proposed UWB ranging-based Sybil attack detection algo-
rithm operates efficiently even under pressing conditions, keep-
ing the false alarm probability at very low levels in all
investigated cases (p < 0.01), (b) the analytic framework is very
precise, since the average difference between the results obtained
from the simulation environment and the theoretical equations is
less than 107, and (c) the node density is the most crucial factor
affecting the probability of falsely issuing a Sybil attack-related
alarm.

5.3. Simulation results

The results of the previous section reflect the performance of
the proposed ADS in terms of false alarm probability with no mali-
cious actors present in the WSN. It is now necessary to explore the
behavior of the proposed expert system when a number of legiti-
mate and malicious nodes coexist in the sensor area. We conduced
a series of simulation tests where multiple malicious nodes con-
currently launch a Sybil attack against the WSN. In all investigated
scenarios, and since the location of the Sybil nodes is also uni-
formly selected, it is considered that neither the malicious node
nor the legitimate nodes are aware of the actual position of each
other. Finally, it is worth mentioning that not every single
launched Sybil attack is active; meaning that some of them may
be idle since their placement is such that they cannot interfere
with any legitimate node. Two metrics were used to assess the sys-
tem'’s efficacy in detecting Sybil attacks, namely the;
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Fig. 9. False alarm probability as a function of the ratio R/e.



7570 P. Sarigiannidis et al./Expert Systems with Applications 42 (2015) 7560-7572

Table 3 Table 5
Notations. False positive rate reported when changing the communication radius, R.

Notation Definition Comm. radius 5 15 25 35 45 55

M The total number of sensor nodes FPR (%) 0.000% 0.000% 0.001% 0.003% 0.005% 0.008%

E The sensor network deployment area (in metric units)

p The node density, p = M/E

R The communication radius of each node. Table 6

N Thz total number of circular rings comprising the radius R of each False positive rate reported when changing the ranging estimation error, e.
node.

e The width of each ring. Ring 1 is special since it resembles a small Ranging error 0.1 0.3 0.5 0.7 0.9 1.1
disk. , s FPR (%) 0.001% 0.002% 0.002% 0.004% 0.004% 0.005%

A The area of ring i,A; = n(r; + e/2)° — w(r; —e/2)°,0 <r; <R

dfj The estimated distance between node n; and n;, measured by n;

p Probability distribution of a false (positive) alarm

qx) Probability density function of a single node to have exactly x The number of nodes remained constant and equal to 50. Once

_ neighbors ' ' ' again, 10 Sybil nodes are considered in total, corresponding to

I'(x) The probability of having no possible pair of nodes, out of x tofal the 20% of the total legitimate nodes. As previously identified,
nodes, . h . . .
in the same coexistence area the impact of the.nod'es. changmg communlcatloq range on t.he

o The geometric probability of node n; to be within the FPR performance is minimal. Again, the FPR rate increases with
communication the increase in the communication radius. This corollary is

» radius Rof node ny,i=j - ) expected since the probability of causing a false alarm increases

wi The coexistence area probability, i.e., the probability of a single as the communication radius increases, i.e., it is more probable
node n; .. . o . .
ranging at least two other nodes n, ny # n; in the same circular for a !egmmate to 1nc0r.rect1y range two or more legitimate neigh-
ring area. bors in the same coexistence area. Even if the FPR presents an

0i(x) The generalized coexistence area probability upward increase, its highest value is extremely low, i.e., 0.008%,

p False alarm probability, i.e., the probability of at least one node and this is a strong indication that the proposed ADS achieves

triggering a false alarm in a sensor network consisting of M nodes

(i) False Positive Rate (FPR) or False Alarm Rate
(ii) Detection Accuracy or Positive Predictive Value.

In all the investigated scenarios, the FNR was extremely low, in
the order of 0.01%, resulting to an almost 100% detection accuracy.
This result confirms the robustness of the proposed rule-based ADS
in accurately detecting Sybil attacks in large-scale WSNs.

Since no malicious nodes are mis-detected, the results that fol-
low only depict the FPR rates as a function of (a) the number of
legitimate nodes, M, (b) the communication radius, R, (c) the rang-
ing error, e, (d) the sensor area size, E, and (e) the changing number
of deployed Sybil nodes. In the following scenarios, unless other-
wise stated, the default value of each parameter remained the
same as before, namely M =50, R=30cm, E=1km?, e =30 cm.

Table 4 outlines the results on the FPR when changing the num-
ber of legitimate nodes, M. The number of nodes alters from 10 to
110 with a step of 20. A number of Sybil nodes, which is equal to
20% of the total legitimate nodes, alters from 2 to 22 with a step
of 4. As it can be seen, the FPR value remains extremely low, lower
than 0.006%. The fact that the attained FPR remains very low guide
us to an important finding; the proposed ADS operates sufficiently
well without being affected by the number of either the legitimate
nor the Sybil nodes in the WSN. Another important finding is that
the value of the FPR increases as the number of nodes becomes lar-
ger. This is attributed to the fact that the probability of triggering a
false alarm is getting bigger because of the increasing number of
legitimate nodes. However, this probability is very low, and there-
fore the Sybil attacks launched by the adversarial nodes cause min-
imal to zero impact on the network performance and its
consistency.

Table 5 shows the FPR rate as a function of the changing com-
munication radius. R from 5 m to 55 m with a step equal to 5 m.

Table 4

False positive rate reported when changing the number of nodes, M.
Number of nodes 10 30 50 70 90 110
FPR (%) 0.000% 0.001% 0.002% 0.003% 0.005% 0.006%

low false alarm rates.

The impact of the ranging estimation error on the FRP is inves-
tigated in Table 6. The ranging estimation error e differentiates
from 0.1 m to 1.1 m with a step equal to 2. All other parameters
maintained their default values. The number of legitimate nodes
is 50, so the number of Sybil nodes is 10. The obtained results
are in line with the previous remarks. The recorded FPR values
are again low, indicating that the Sybil attacks do not go unde-
tected and instead are fully addressed by the underlying detection
algorithm. The highest FPR value is observed when the ranging
estimation error is equal to its maximum value, namely 1.1 m.

The development of the area size E is measured in Table 7. The
area size changes from 1 to 3 km? Obviously, when the deploy-
ment area is limited, this fact leads to a high false alarm probabil-
ity, since the node density becomes very high and it is easier for the
legitimate nodes to incorrectly trigger false alarms. However, the
FPR remains low, below 0.025%. Hence, even under strict network
area deployments, the proposed ADS is able to effectively expose
the active Sybil nodes.

Finally, we examine the impact the increasing number of
deployed Sybil nodes has on the RADS'’s efficacy in resolving mul-
tiple, concurrent Sybil attacks. In particular, Table 8 reveals the
results when introducing a variable number of Sybil nodes in the
WSN, while keeping the number of legitimate nodes fixed and
equal to 50. The number of Sybil nodes varies from 1 to 51 with
a step equal to 10. The effect of deploying multiple Sybil nodes is

Table 7
False positive rate reported when changing the area size, E.
Area (Km?) 1 14 1.8 22 2.6 3
FPR (%) 0.025%  0.006%  0.002%  0.001%  0.001%  0.000%
Table 8
False positive rate reported when changing the number of Sybils.
Number of Sybils 1 11 21 31 141 51
FPR (%) 0.001% 0.001% 0.001% 0.002% 0.002% 0.002%
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again marginal and does not restrain the network consistency. In
any case, the FPR rate is below 0.002% pinpointing that the pro-
posed distributed detection algorithm is efficient enough to
address gradual Sybil attacks.

All-in-all, the obtained results demonstrated that the proposed
ADS may endure a varying number of concurrent Sybil attacks. In a
nutshell, RADS is capable of addressing concurrent, scalable, and
multi-sized Sybil attacks successfully. Even though, the detection
nature of the underlying Sybil attack detection algorithm produces
false alarms, those alarms are marginal, and have no significant
effect on the overall network performance and its consistency.

6. Conclusion and future research directions

Addressing Sybil attacks is a crucial issue to ensure security in
mission critical wireless sensor networks. In this paper, we pre-
sented a rule-based anomaly detection system for 802.15.4-like
WSNs, called RADS. At its core, the underlying Sybil attack detec-
tion algorithm relies on the high precision ranging capability of
the underlying UWB PHY in order to accurately and timely detect
Sybil attacks. The proposed ADS operates in a distributed manner
with each sensor node being capable of triggering an alarm, if sus-
picious node placements are identified. The proposed approach can
detect Sybil attacks, without involving a central authority or a third
trusted network entity, but also it provides defense mechanisms
against the source of the threat by isolating both the malicious
node and the forged Sybil nodes. Given that the underlying UWB
PHY mechanism is not error-free, a comprehensive analytic
approach was developed to model and calculate the false alarm
probability. To this end, the coexistence probability was first
defined as the probability that two nodes are being located in
the same circular ring area. In addition, the probability of detecting
Sybil nodes was modeled as the probability of at least one sensor
node ranging at least two other nodes in the same area. As a next
step, the proposed expert system was fully evaluated in terms of
detection accuracy and false alarm rate. According to the results,
RADS achieves high detection accuracy and low false alarm rate,
while maintaining the communication overhead at very low levels.

The main contributions of the proposed approach are summa-
rized as follows: development and analytic performance modeling
of a novel, rule-based Sybil attack detection system that exploits
the advanced UWB PHY ranging features of the 802.15.4 standard;
introduction of a distributed, lightweight UWB ranging-based
detection algorithm that maintains the communication overhead
at minimum; derivation of a decentralized protection scheme,
where each node is capable of defending itself by detecting and
blacklisting malicious nodes without requiring a central authority;
introduction of an accurate analytic framework to determine the
probability of two nodes lying in the same circular ring area;
implementation of a simulation environment, where the intro-
duced analytic framework is successfully validated and the detec-
tion accuracy of the proposed ADS is verified.

The practical advantages of the proposed approach have been
identified as follows: RADS does not require cryptography meth-
ods, certification protocols and third party trusted authorities;
the additional communication overhead between sensor nodes is
kept at minimum, i.e., no extra control information or message
exchanging is required; the applied architecture is considered as
cost-effective, since no high-cost hardware is used and there is
no need for additional base station existence; the applied system
is able to operate in location unaware environments, where the
coordinates of the deployed sensor nodes are unknown; each node
is capable of detecting multiple Sybil attacks, without extra hard-
ware implementation; the feasibility of the introduced system
was analytically validated, hence it is feasible to be applied in

practical systems; to the best of our knowledge, no previous work
has taken full advantage of these internal PHY mechanisms, and in
one sense, it represents a strong indication of the practicability of
the proposed ADS.

Limitations of the proposed system include the following. First,
the application of the proposed ADS may induce lack of compliance
with old-fashioned WSNs. For example, in extending an
old-fashioned sensor network with modern UWB-capable nodes,
the aged nodes will be unable to apply the proposed detection
algorithm. Second, the presented expert system focuses on station-
ary networks. However, mobility should be examined since many
critical application sectors of sensor networks like military, health
care, and industry require the use of mobile sensor nodes. Third,
the detection of indirect Sybil attacks is not supported by the pro-
posed system. However, a Sybil node can steal the identity of a
legitimate node by means of impersonation.

Five future directions are dictated in the context of the present
work: (1) expanding the system’s capabilities towards detecting
more security threats, such as wormhole attacks, sinkhole attacks
and hello flood attacks, might be very useful for implementing a
powerful, integrated anomaly detection system for modern
WSNs; (2) studying the mobility issue as an extended feature of
the RADS system will enable a sophisticated Sybil attack detection
tool for a wide variety of sensor network applications; (3) future
research could include the investigation of indirect Sybil attacks
using stochastic environment and real attack patterns; (4) as the
energy consumed by sensor nodes plays a crucial to the network
life cycle, the evaluation of the energy consumption in the context
of the RADS operation sounds an important future research direc-
tion; (5) addressing multiple mobile Sybil attacks, originating from
multiple locations, stands also as a very challenging research topic
that requires advanced, enhanced and adaptive detection tools.
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Appendix A. Avg. value of the coexistence area

As illustrated in Fig. 3, the estimated distance measured by a
node when ranging another node falls within three zones.
Accordingly, the average value of each coexistence area is given by:

AR = A +Avz + Aoz

Using the generic mean function value of ﬁ '/f f(x)dx, the average
area of the inner zone is given by:

— 1 e\2 2[5, me?
A,z_%_—o/0 n<r+§> dr_E/0 (mtr +T+nre)dr
N3 2 L £
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Similarly, the average area of the middle zone is given by:
N 1 R-$ e\ 2 e\ 2
AMZ:;(R—%)—%/% {n(r+j) —n(r—§> }dr

1 fs
:—/ (2wre)dr = mRe.
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Lastly, the average area of the outer zone is determined as:

— 1 R 2 e\2
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R 2
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Therefore, the average value of each coexistence area can be derived
as follows:
e? 37Re

I 7me?  57R
AR=A12+Amz+Aoz=%+nRe+ 2 ;tze = 7;8
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